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Abstract - To combat the increasing trends of security breaches 
reported nowadays, there is a need to deploy strict security 
activities with various development methodologies. In the 
present work we are focusing on an extremely popular agile 
development Methodology. These methodologies are informal 
and lightweight in nature having short timescales. But 
integration of security activities with agile activities always 
falls short of expectations, as security practices are not able to 
adapt such characteristics possessed by agile software easily. 
Therefore a proper integration methodology is required to 
achieve this aim. Here we propose a novel approach which 
provides quantitative measure of agility for security activities 
in terms of real agility degree (RAD). It determines the degree 
of compatibility of a security activity with agile process. We 
have also presented a comparative analysis of security 
activities with each other in context of RAD and risk removal 
efficiency factor (RREF). RREF is an assessment of how much 
effective a security activity is for removing the risk. This 
comparison will assist a developer during software 
development in deciding which security activity is beneficial 
than the other for integration. 

Keywords- Agile Processes; Security Activities; Agility 
Degree.  

I.  INTRODUCTION  
Security issues are becoming major concerns in the 

design of software systems. In practices, developers are 
successful in incorporating security upto certain extent in 
various traditional development methodologies. However, it 
is observed that in current era developers prefer to adopt 
agile methodologies for software development, as agile 
processes encourages short development lifecycles and 
effective response to change. Furthermore, agile 
methodologies provide customer satisfaction, iterative and 
incremental development, less documentation and simplicity 
in development. The problems arise when these security 
practices are to be embedded with agile methodologies. This 
integration can become quite complex due to certain 
constraints imposed by agile processes, as these security 
practices are not designed with the context of agile 
development [3, 4]. Therefore, powerful techniques 
providing systematic guidance and metrics for 
implementing security activities with agile processes 
without loosing process agility are much needed.  

In this paper, we have proposed a technique to measure 
degree of agility for various security activities. We have 
considered several agile characteristics to compute an agility 

degree that represents how much agility a security activity 
contains. More the agility degree of a security activity more 
compatible will be the integration of that activity.  

After computing this agility degree we have also made a 
comparative analysis of security activities using a risk 
removal efficiency factor (RREF) of a security activity and 
calculated agility degree. This comparison shows that which 
security activity can be integrated more efficiently than the 
other.  

The rest of the paper is organized as follows. Section II 
provides summary of existing literature. Section III presents 
brief overview required to understand our approach. Section 
IV describes our proposed approach for computing RAD 
and comparative analysis of security activities. Section V 
presents a comparative study and evaluation of our 
approach. Finally, Section VI concludes our work with 
future scope. 

II. RELATED WORK 
Many authors have published regarding security activities 

integration with agile methodologies [5, 6, 7]. Howard 
Chivers has provided agile security using incremental 
security architecture and also described agile development 
for secure web application by integrating risk assessment 
with agile processes [8, 9]. In similar manner, Beznosov has 
classified security assurance methods and techniques with 
regard to their clash with agile methodologies [10]. Sonia et 
al. [11] has also proposed an Agile Security Framework 
(ASF), an iterative framework presenting step by step 
guidance for applying security techniques wherein agility is 
maintained by providing flexibility in implementing 
changes at any stage. Some authors have suggested 
integration agility index methods [12, 13]. They have 
defined agility index as combination of agile capabilities 
intensity levels. Tisni J. Kurian has provided a fuzzy based 
approach for estimating agility of an embedded software 
process [14].  Bohdana Sherehiy has given a review of 
enterprise agility on the basis of its concepts, frameworks 
and attributes [15]. Moreover, most agility related 
publications have focused on theoretical description of 
agility. Only few authors have defined metrics for agility, 
but they have not computed it with security activities. 

Hossein Keramati has integrated security activity with 
agile methodology from the context of agility degree [1]. He 
added security activities after measuring agility degree of 
these activities. This determines that whether adding a 
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particular security activity with agile process is possible or 
not without loosing the process’s agility.  

In the proposed approach we are including more agile 
characteristics for measuring agility degree as their 
contribution is significant for providing agility to an agile 
process. We are also trying to provide sufficient description 
of each agile feature, as different organizations understand 
different meaning for a feature. This will increase the 
granularity of our measurement. We are also considering 
different weighting factors with agile attributes during 
agility degree calculation metrics. These attributes further 
refines the agility degree by considering factors like relative 
importance of various agile features, presence of security 
expert and frequency of security activity usage in Security 
Development Life Cycle (SDLC). Inclusion of these factors 
in our approach helps us to get more precise and accurate 
results. We have also presented a comparative analysis of 
security activities based on their agility degree and risk 
removal efficiency of a security activity.  This will help the 
developer to judge whether a security activity is appropriate 
for integration with agile method or not. 

III. BACKGROUND 
In this section we briefly explain literature review of 

some principles and processes involved in software 
development. These concepts are useful in understanding 
our approach so they are explained in brief as follows: 

A. Agile Software development and agility 
Agile software development is a prevailing topic for 

software development for a few decades as the problem of 
dealing with heavily regulated, rigid traditional 
methodologies has been solved by agile methodologies.  
Agile processes are lightweight and adaptive in nature that 
is, it supports changes at any stage during software 
development lifecycle. Agile methods such as extreme 
programming, scrum, crystal clear, adaptive software 
development are all based on some general principles 
defined by agile alliance [17] and manifesto of agile 
software development [16]. 

Agile methodologies, as the name specifies, is based on 
concept of agility. In general agility is the ability to provide 
effective response to change, communication among team 
members and delivery of working software in short 
duration. Various definition is given for agility among them, 
Qumer and Henderson Sellers [2] defines agility as ‘‘Agility 
is a persistent behavior or ability of a sensitive entity that 
exhibits flexibility to accommodate expected or unexpected 
changes rapidly, follows the shortest time span, uses 
economical, simple and quality instruments in a dynamic 
environment and applies updated prior knowledge and 
experience to learn from the internal and external 
environment.’’ In simpler terms Tisni J. Kurin in [18] 
defines agility as “the ability of the process to successfully 
cope with changes in requirement”. 

B.  Overview of Security Activities  
Problem of incorporating security into software 

development process are getting worse with time. During 
software development security must be in everyone’s mind 
throughout the software development lifecycle. In modern 
world all development methodologies recognize the 
importance of software security. Therefore, some common 
security activities like Security Requirements Analysis, 
Security Education & awareness, Threat Modeling, Incident 
response planning, Static & dynamic code Analysis, Unit 
testing, Fuzz Testing, Penetration Testing are defined for 
each phase of software development lifecycle. These 
activities also improve quality and performance of secure 
software system. By assessing agility degree of these 
activities and then finding out which activity is better then 
the other, one can incorporate security in agile processes 
more precisely, and easily as proposed in this paper. 

IV. PROPOSED APPROACH  
System security is a wide issue which includes many 

security activities to be taken care of during entire software 
development lifecycle. Since we are following the agile 
development methodology we have to integrate these 
security activities with agile development. Furthermore, for 
embedding these security activities with agile processes, 
keeping agility factor in mind, a proper integration 
methodology is required. Therefore, here we propose an 
approach in which we are measuring real agility degree of 
various security activities. It provides us the guidelines to 
integrate the security activity with agile processes.  Agility 
degree is measured in context of different agility attributes 
contributing towards the agility of a process.  More the 
agility degree, more compatible will be the integration of 
activity with the agile process. This approach proceeds in 
several steps as explained hereafter: 

A. Major attributes reflecting agility  
For calculating agility we require a quantitative measure. 

To do such a quantitative analysis we must include certain 
factors desirable for describing agile nature of an activity. 
Therefore, we define some agile characteristics for 
measuring agility during software development project as 
discussed in Table I.  

1) Flexibility: Krien conboy defines flexibility as “the 
continual readiness of an entity to rapidly or inherently, 
proactively or reactively, embrace change, through its 
collective components or its relationships with its 
environment” [19]. Flexibility is an ability to endure all 
transitions continuously caused by change or it is an 
attribute which measures that how much an activity is 
flexible enough to provide appropriate response to change at 
any stage. 

2)   Leanness: By leanness we can measure the ability to 
eliminate the waste in an activity. It can be defined as 
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“doing more with less” [19]   or “the maximisation of 
simplicity, quality and economy” by kriean conboy [19]. 

3) Documentation level: Agility emphasizes on lesser 
documentation and try to get working product in short 
duration. That is, they create only that documentation which 
will have value and will be easily maintained.  

4) Development style: It include the way of development 
an activity proceeds during its lifecycle. Some attributes it 
consists of are rapid execution, informality, incremental 
behaviour. 

5) Team structure and behavior: They are measured on 
the basis that team members for the activities must be highly 
skilled, self organized, cross functional and motivated. 

6)  Automation level: Automation addresses wide 
acceptance for various activities in agile development. It 
reduces significant cost and time overheads for complex 
activities as can be executed easily and repeatedly. 

7) Learning and knowledge development: It assesses 
that how much knowledge from a given activity we will 
able to extract during its cycle or from previous iterations. 

8) Reusability:  Reusability identifies that at what level 
the activities performed at one time, can be reused in future 
that reduces time and cost overheads with lesser 
development efforts. 

9) Customer’s involvement: It analyzes the importance 
of role and location of customer while performing an 
activity as agility considers customer as a part of 
development team and his satisfaction is always kept on top 
priority. 

TABLE I.  AGILE CHARACTERISTICS AND THEIR RELATED 
ATTRIBUTES 

Desired Agile Characteristics Related Attributes 
Flexibility 
(Change Tolerance) 

Changes in project plans 
Changes in team members 
Changes to new technology 
Changes at any later stage even in 
work product 

Leanness Simplicity 
Quality Improvement 
Economical 

Documentation level - 
Development style Iterative behavior 

Incremental towards continuous 
improvement 
Rapid execution 
Informal 

Team Structure and behavior Self Organization (Disciplined 
teams) 
Cross functional ability 
Competency 
Trust level and cooperation  

Automation Level  - 
Learning & Knowledge 
development 

Continuous training & 
development of business people 

Reusability - 
Role of customer 
(Customer involvement) 

Customer satisfaction 
Customer Interaction & 
enrichment. 

B. Computing agility degree for security activities 
After finding out various attributes in previous step as 

shown in Table I, we can now apply these attributes on 
existing security activities considered for integration with 
agile process. We have undertaken eight security activities 
for this work, 2 from each phase of SDLC that are 
requirements, design, coding and testing. Here in Table II, 
column reflects security activities with phases of there 
implementation and rows reflects agile characteristics 
containing certain sub attributes needed by our approach. 
We have tried to introduce sufficient agile characteristics 
and assigned grading on all sub-attributes, which will 
increase preciseness and accuracy in finding the agility 
degree. 
      The original formulation for computing the agility 
degree uses a scale of 0 to 5 in which higher value 
represents more influence of respective feature and lower 
value represents a clash between security activity and that 
feature. For assigning these values on scale we have done a 
detailed study of features represented by each security 
activity [1, 21, 22]. By this we can conclude upto what 
extent a security activity is simple or complex, lightweight 
or heavyweight and whether it is able to provide certain 
changes or not. However, this representation is subjective 
and it can vary on scales of different companies. After 
collecting this data, for every factor chosen we will assign a 
relative weight. This weighting factor is based on 
importance which reveals that importance of some of agility 
feature is more significant than other during agile 
development. We will assign it in range of 1 to 3, where 1 is 
for factor having least importance and 3 for factor having 
highest importance. Nonetheless, the determination of 
importance is somewhat subjective. 
      Once the values of all features have assigned their 
weighting factor, the intermediate agility degree can be 
computed as  

   (IAD)i = � ��
���  Wij * Aij)   (1) 

Where in (1),  
(IAD)i is Intermediate Agility Degree of security activity i. 
Aij is the agile value of attribute j of security activity i. 
Wij is the weighting factor of attribute j of security activity i. 
 

       Then according to (1), nine agility characteristics are 
then summed, giving a total IAD which ranges from 0 to 
315. These values are too large and increasing 
computational complexity, therefore we scale down these 
values by dividing it by 10. Resulting range for IAD is from 
0 to 31.5. After finding IAD, we will consider some agility 
adjustment factor for finding Real Agility Degree (RAD). 
These factors includes 

1) Frequency of security activity usage during entire 
software development lifecycle affects agility, as each time 
it is implemented, it consumes time to perform an activity 
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having time overhead and efforts. Some activities are 
required just once during entire SDLC. Assign it 1 reflecting 
that activity is being used once and there is no influence of 
frequency, some activities are used periodically over regular 

basis having value 2 showing moderate influence and 
activities used in every iteration will be assigned value 3 
showing strong influence. 
 

TABLE II.   AGILE CHARACTERISTICS AND SECURITY ACTIVITIES MEASURING AGILE BEHAVIOR OF EACH SECURITY ACTIVITY  

  
 

Security Phases 
 

 Security 
Requirements 
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Security 
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Security 
Implementation 

phase 

Security 
Testing phase 

  
 

Security Activities 
 

 
 

 

Se
cu

ri
ty

 
R

eq
ui

re
m

en
ts

 
A

na
ly

si
s 

Se
cu

ri
ty

 
E

du
ca

tio
n 

&
 

aw
ar

en
es

s 

T
hr

ea
t M

od
el

in
g 

In
ci

de
nt

 r
es

po
ns

e 
pl

an
ni

ng
 

St
at

ic
 &

 d
yn

am
ic

 
co

de
 A

na
ly

sis
 

U
ni

t t
es

tin
g 

Fu
zz

 T
es

tin
g 

 

Pe
ne

tr
at

io
n 

T
es

tin
g 

S. 
No. 

Desired Agile 
Characteristics 

Related Attributes Weight 

1 Flexibility i.e. 
Change Tolerance 

(F) 
 

Change in project plans 3 4 4 2 4 4 2 4 4 
Changes in team members 3 4 5 4 4 4 4 4 3 

Changes to new technology 3 4 4 3 4 5 3 4 4 
Changes at any later stage even in 

work Product 
3 2 3 2 3 4 3 4 4 

Resultant F value (Weight * Sum)  42 48 33 45 51 36 48 45 
2 Leanness (L) Simplicity 1 3 3 1 2 5 3 3 1 

Quality Improvement 1 4 4 3 3 4 4 4 4 
Economical 1 4 3 1 3 3 3 4 2 

Resultant L value (Weight * Sum)  11 10 5 8 12 10 10 7 
3 Documentation level 

(DL) 
- 2 2 4 0 3 3 3 3 2 

Resultant DL value (Weight * Sum)  4 8 0 6 6 6 6 4 
4 Development style 

(DS) 
Iterative behavior 3 5 4 4 4 5 4 3 5 

Incremental towards continuous 
improvement 

3 4 5 3 4 4 4 4 4 

Rapid  execution 3 4 4 2 3 4 5 3 3 
Informal 3 5 3 1 3 4 4 3 4 

Resultant DS value (Weight * Sum)  54 48 30 42 51 51 39 48 
5 Team Structure and 

behavior (TS) 
Self Organization (Disciplined teams) 2 3 4 1 2 2 3 3 4 

Cross functional ability 2 3 3 1 2 2 3 2 3 
Competency 2 4 4 3 4 3 4 4 5 

Trust level and cooperation  2 3 4 1 3 3 4 3 3 
Resultant TS value (Weight * Sum)  26 30 12 22 20 28 24 30 

6 Automation Level  
(AL) 

- 3 3 5 1 2 5 5 3 4 

Resultant AL value (Weight * Sum)  9 15 3 6 15 15 9 12 
7 Learning & 

knowledge 
development(LK) 

Continuous training and development 
of business people 

1 3 5 3 3 3 4 3 4 

Resultant TS value (Weight * Sum)  3 5 3 3 3 4 3 4 
8 Reusability (R) - 1 3 5 3 4 4 4 3 3 

Resultant R value (Weight * Sum)  3 5 3 4 4 4 3 3 
9 Role of customer 

i.e. Customer 
involvement (CI) 

Customer satisfaction 3 4 4 1 4 3 4 3 3 
Customer Interaction & enrichment 3 4 4 1 2 2 4 2 3 

Resultant CI value (Weight * Sum)  24 24 16 30 18 24 15 18 
 Intermediate Agility Degree (IAD)  176 193 105 166 180 178 157 171 

 Scaling Down (IAD/10)  17.6 19.3 10.5 16.6 18.0 17.8 15.7 17.1 
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2) Second factor is involvement of security expert. 
Their presence definitely has some indirect effect  towards 
analysis of agility degree of a security activity. Wäyrynen 
et. al [20] have also proposed to bring security engineers 
early in the process, maybe only part-time, to inform and 
educate the rest of the development team and sensitize them 
to security issues. Here 0 value is assigned for absence of 
security expert, 1 for part time expert and 2 for permanent 
presence. To maintain consistency among all security 
activities in our analysis we have considered value 2 for 
security expert in all cases.  
       These two factors are summed giving a total of M 
which ranges from 1 to 5. 

 

 CF (Calculated Factor) = 0.1M         (2) 

        The calculated factor is shown in (2). Now multiplying 
(1) and (2) we get real agility degree (RAD)i of security 
activity i. 
  

(RAD)i = � ��
���  Wij * Aij)* 0.1 M        (3) 

Finally (3) gives us the calculated value of RAD which 
ranges from 0 to 15.8.  
    These, calculated RAD values of various security 
activities using (2) and (3) is represented in Table III. In Fig. 
1 we have given graphical representation for analyzing 
degree of agility for security activities. 
 

TABLE III.  COMPUTING REAL AGILITY DEGREE FROM INTERMEDIATE AGILITY DEGREE AFTER INCLUDING VARIOUS ADJUSTMENT FACTORS 
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Intermediate Agility Degree (IAD) 17.6 19.3 10.5 16.6 18.0 17.8 15.7 17.1 
Frequency Factor 2 2 1 2 3 3 2 2 

Security Expert Factor 2 2 2 2 2 2 2 2 
Calculated sum (M) 4 4 3 4 5 5 4 4 

CF (0.1M) 0.4 0.4 0.3 0.4 0.5 0.5 0.4 0.4 
RAD (IAD * CF) 7.04 7.72 3.15 6.64 9.0 8.90 6.28 6.84 

 
 

 
Fig. 1.Comparing degree of agility for security activities as calculated in Table III  
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C. Comparative analysis of security activities used for 
integration with agile process  

       In this section we will provide a comparative analysis 
on a set of security activities to find out which security 
activity is better for integration than the other. For this 
purpose we are calculating a CASAF (Comparative analysis 
of security activity factor) based on RAD computed in 
previous section and an additional risk removal efficiency 
factor (RREF) associated with each security activity. This 
RREF is an assessment of how much effective a security 
activity is for removing the risk. As a security activity which 
has more RAD i.e. more compatible with the agile process 
but with less risk removal efficiency can’t be preferred over 
the one with less RAD but more RREF. To compute 
CASAF as shown in (4), we will assign a scale of 1-5 for 
introducing fine granular rating. It represents 5 different 
levels as 1 is for not effective, 2 for insignificantly effective, 
3 for average, 4 represents significantly effective and 5 
shows strong effectiveness.  

 
CASAF = RAD * RREF          (4) 

 
       Table IV presents a comparative analysis of four 
security activities. With this comparison we can make out 
which security activity can be better integrated than other 
with agile process. Now, we compare the results of 
penetration testing activity with fuzz testing activity.  

TABLE IV.  COMPARATIVE ANALYSIS OF SECURITY ACTIVITIES USED 
FOR INTEGRATION 

Security 
Activities 

Real 
Agility 
Degree 
(RAD) 

Risk 
Removal 

Efficiency 
Factor 

(RREF) 

Comparative 
Analysis of 

Security 
Activity Factor 

(CASAF) 
Penetration 
Testing 6.84 3 20.52 
Fuzz Testing 6.28 4 25.12 
Security 
Requirements 
Analysis 

7.04 3 21.12 

Threat 
Modeling 3.15 4 12.60 

 
      According to Table IV, RAD of both penetration testing 
and fuzz testing is high. It also shows that RREF of 
penetration testing comes in average range, but for fuzz 
testing it is significantly high. Now we will observe the 
value of CASAF to decide which activity is better for 
integration. Results show that fuzz testing would be selected 
by developer as its CASAF value is high. This study shows 
that RREF factor plays an important role along with agility 
degree in deciding whether an activity should be integrated 
or not.  However, for some extreme cases where difference 
in RAD of two security activities is too high, RAD alone 
can draw the final results. For example, using Table IV we 
have compared security requirements activity with threat 
modeling activity. And just by observing their RAD values 

we can make out that security requirements analysis activity 
is better for integration in comparison to second one. 

V. COMPARATIVE STUDY AND EVALUATION 
This section describes a case study that we undertook to 

explore the consequences of our approach by applying it to 
an existing approach. We first provide an overview of an 
existing approach that integrates security activities with 
agile features to compute agility degree [1]. In this paper, 
computation of agility degree is done by assigning a grade 
to each agile feature. High value for an agile feature of a 
security activity represents high compatibility with that 
feature and low value shows a conflict. An agility degree 
has been calculated by adding the values of all agility 
features for a particular security activity as summarized in 
Table V. 
      For our study we consider several security activities 
same as in existing approach, so that we can compare 
consequences of computed agility degree of existing 
approach with our proposed approach. Here we have added 
more agile characteristics with sub-attributes, as their 
contribution is significant for providing agility to an agile 
process. Like, we can say for an agile characteristic, 
Automation Level, which decreases time and cost overhead 
and speed up the execution, is very important. This factor 
directly effects agility therefore must be considered for 
RAD computation. Similarly attributes like Learning and 
Reusability provide assistance in further iterations and 
future projects resulting into work products taking short 
timescales, which is necessary for every agile software 
development. So including relevant agile characteristics will 
result in more accuracy and preciseness.  
        In Table V, we have considered same security activities 
for comparison. Agility degree computed in existing 
approach is in range of 0 to 45.  We have converted it in 
range of 0 to 15.8 as this is the specified range used in our 
approach. When we get all values for both approaches in 
similar range we can see the comparison of agility degree 
computed by both approaches. We can observe that our 
proposed approach is producing significantly better results 
for getting level of compatibility of a security activity with 
agile process. This is due to the fact that our approach is 
assigning a relative weight to agility features based on their 
importance during agile process development. Furthermore, 
in addition to IAD we have taken 2 more agility adjustment 
factors, one representing the iterative behavior of agile 
environment and other factor is the involvement of security 
expert. These factors are further contributing towards the 
preciseness and accuracy in our approach.  
       In proposed approach one can also compare various 
security activities using CASAF factor. This factor will 
assist us in deciding which security activity is better than the 
other. 
        From the above observation one can conclude that our 
approach provides more comprehensive analysis of security 
activities used for integration. 
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TABLE V.  COMPARING AGILITY DEGREE OF EXISTING APPROACH WITH PROPOSED APPROACH 

S. No. Name of security Activity Existing approach Proposed approach 
  Agility Degree Rank of 

security 
activities 

Agility Degree Rank of 
security 
activities 

  In the range of 
0-45 

Converted in the range of 0 - 
15.8 for comparing 
results(by dividing number 
by 2.85) 

 Already in the range 
of 0- 15.8 

 

1 Security requirements 
Analysis 35 12.28 3 7.04 3 

2 Security Education and 
Awareness 42 14.74 1 7.72 2 

3 Threat Modeling 14 4.91 6 3.15 6 
4 Incident response Planning 29 10.18 5 6.64 5 
5 Static and dynamic code 

analysis 37 12.98 2 9.0 1 

6 Penetration Testing 30 10.53 4 6.84 4 
 

VI. CONCLUSION AND FUTURE WORK 
System security has become an essential part of nearly 

every software development project. Therefore it is worth 
saying that sound security practices must be aligned with 
agile software development at each and every stage as agile 
processes can not compromise security aspects of any 
application. In this paper we are recommending an approach 
which formulates the degree of agility for various security 
activities. For computing this degree we have considered 
various agility features with a weighting factor based on 
importance of these features during software development. 
We have also included two agility adjustment factors 
effecting agile environment indirectly during software 
development. First factor, frequency of security activity 
usage in SDLC, is required as it represents the iterative 
behavior of agile environment. Other factor is involvement 
of security expert, which is required as their presence 
definitely has some indirect effect towards analysis of 
agility degree. We are also providing a comparative analysis 
of security activities by combining results of RAD and risk 
removal efficiency of each security activity. This will 
significantly contribute in deciding which security activity is 
better than the other during integration. For future work, we 
can find out the effect of integrating security activities with 
agile process on the basis of cost and benefit. Some more 
techniques for integration of security activities with agile 
processes can be suggested.  
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